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1. Introduction

1.1 Purpose

The purpose of this change control plan (CCP) is to describe an overall framework for the control of software and IT infrastructure changes to production systems at the National Cancer Institute, Center for Bioinformatics (NCICB).  More specifically, this plan defines the roles and responsibilities involved in the formation of a global NCICB Change Control Board (CCB).  This plan also provides general and specific rules for identifying which items qualify for elevation to the NCICB CCB by introducing the concept of inter-project touch points (IPTP) between the various NCICB funded projects.  Finally, this plan defines the NCICB Change Control Process (CCP) used to report, evaluate, and respond to change requests (CR) that have inter-project touch points.  It is important to note that the purpose of the NCICB CCP is not only for approval/disapproval of inter-project CRs, but moreover to ensure the dissemination of changes to all interdependent NCICB-funded projects.

1.2 Scope

This document is a specific plan instance for handling NCICB change control at the inter-project level.  This document is not meant to be a generic plan template for use at the project level.  Consequently, only change requests that are considered to have project-to-project “touch points” qualify for elevation to the NCICB CCB.  This concept of “touch points” is discussed in further detail in the section on “Configuration Items.”

1.3 References

The following references were used to create the NCICB Change Control Plan (CCP):

· IEEE STD 828-1998, IEEE Standard for Software Configuration Management Plans.

· IEEE STD 1042-1987 (Rea® 1993), IEEE Guide to Software Configuration Management.
1.4 Reference Documents

None

1.5 Glossary of Terms

· Configuration Item (CI) – An item or artifact that may be a driver of change events. These items are deliverable or otherwise significant to the project.

· Change Request Tracking System – Software tool used to submit and track CRs.  The system has been implemented using TestTrack Pro.
· Bug – A defect in a document or source code.

1.6 Abbreviations and Acronyms

The following acronyms are used in this document:

· CCB – Change Control Board

· CI     – Configuration Item

· CR    – Change Request

· CCP – Change Control Plan

· CRTS  – Change Request Tracking System

· CVS  – Concurrent Versions System

· IPTP  – Inter-project Touch Point

· NCICB – National Cancer Institute, Center for Bioinformatics

· SCAR – Software Configuration Administrative Representative

· SCM – Software Configuration Management

· SCMA – Software Configuration Management Administrator

· SCMP – Software Configuration Management Procedures

2. Management

2.1 Organization

All of the project teams that support NCICB initiatives and projects will participate in and be responsible for meeting NCICB CCP guidelines.  All contractors and subcontractors who perform work for the NCICB are required to adhere to the agreed upon guidelines.

As of October 2003, the following projects will be participating in the NCICB Change Control Process:

	Project
	Manager / Project Contact

	C3D
	Sue Dubman

	Oracle Clinical Trials
	Christo Andonyadis

	Patient Registry
	

	CSAERS
	Stuart Grant

	Tissue Repository
	

	Patient De-identification System
	

	CaCore
	Peter Covitz

	CaBio
	John Qu

	CaDSR (Data Standard Repository)
	Denise Warzel

	EVS (Enterprise Vocabulary Services)
	Frank Hartel

	CaLIMS (Laboratory Information Management System)
	Fei Xu

	CaImage
	Fei Xu

	CaMod
	Fei Xu

	CaArray – GEDP (Gene Expression Data Portal)
	Mervi Heiskanen

	CaDESK (DCP Enterprise Systems Knowledge)
	Jennifer Flach

	CaWorkbench
	Carl Schaefer

	CGAP (Comparative Genome Anatomy Project)
	Carl Schaefer

	CMAP (Compartive Molecular Analysis Project)
	Carl Schaefer

	MGC (Mammalian Gene Collection)
	Carl Schaefer

	Dedicated Systems Support
	Bill Britton


2.2 Roles and Responsibilities
2.2.1 Decentralized Roles

Each of the teams/organizations covered by this NCICB CCP already has some variant of the following roles supporting it. 

Team Lead – Reviews global change requests and assigns analyst to prepare impact assessment.

Programmer/Analyst - Designs the system and handles issues related to design.  Determine impact/resources of a change request for NCICB CCB review.

Project Manager - Plans the project and ensures it is on track.  Project managers will serve on the NCICB CCB.

Software Configuration Administration Representative (SCAR) - Provides liaison with global System Configuration Management Administrator (SCMA) and provides system advice and technical services to project team. Creates and maintains the Software Configuration Management Procedures (SCMP) for the project. 

2.2.2 Centralized Role

Administration and management of SCM activities will be guided by a centralized role that resides external to the project hierarchy.  This role will be the System Configuration Management Administrator.

System Configuration Management Administrator (SCMA) – Coordinates and executes deployment processes.  Owns and maintains CCP.  Provides guidance and assistance to existing and new project teams through each project’s SCAR to adhere to CCP guidelines and procedures.  

2.3 Policies, Directives and Procedures

No external constraints or requirements on the NCICB CCP have been identified because of other policies, directives, or procedures. If any are identified, a detailed impact analysis should accompany the identification of external constraints.

3. Configuration Items

The NCICB change control process (CCP) intends to address change requests to production systems that have inter-project touch points.  The NCICB CCP assumes and depends (without specifying) upon a functioning change control process at the project level to evaluate whether a planned software or system change will have broader inter-project impact.  See the following section for further guidance regarding inter-project touch points.

3.1 Touch Point Concept 

An inter-project touch point is defined as a dependency or integration point between two or more projects.   As mentioned previously, the NCICB CCB is only concerned with changes to items that are deemed to have inter-project touch points.  With regards to Figure 1.0, changes to items ‘I1’ and ‘I2’ do affect projects outside of themselves and so are deemed to be inter-project touch points that fall into the intersecting project areas.  The change requests associated with these touch-point items will need to be elevated to the NCICB CCB.  However, changes to items ‘I3’ and ‘I4’ do not affect projects outside of themselves and so are not considered inter-project touch points requiring elevation to the NCICB CCB.  
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          Figure 1 – Inter-Project Touch Points

Touch-points between two teams within the same project should be negotiated within the project structure and not elevated to the NCICB CCB.  The following diagram graphically depicts an intra-project touch point (item ‘I3’) between Team 1 and Team 2 within Project A.  In this case, any changes to ‘I3’ should not be elevated to the NCICB CCB but rather should be resolved by the various teams within Project A.
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          Figure 2 – Intra-Project Touch Points.

In the following section, we use the IPTP concept to define the general rule for deciding when items are promoted to the NCICB CCB.  Also, the section on ‘Specific Rules’ attempts to list the specific categories of touch point items and the events that may trigger their elevation to the NCICB CCB.

3.2 General Rule 

Any change that affects the NCICB production systems is a potential candidate for submission to the NCICB CCB.  As the general rule, a production level change should be submitted to the CCB when it is determined to be an inter-project touch point.

3.3 Specific Configuration Items List 

The above general rule is a very broad guideline for identifying any item that could possibly qualify as an inter-project touch point.  However, the following table attempts to list specific item categories and the associated guidelines for identifying whether changes to that specific item should be submitted to the NCICB CCB.

	Item Category
	Guidelines for determining when a specific item change is elevated to the NCICB CCB

	Public API
	Any change to a public API that is regarded as having 1 or more inter-project touch points (IPTP) should be elevated to the NCICB CCB.

	Content Structure
	Any structural/schema change to a persistence store that is regarded as having 1 or more inter-project touch points (IPTP) should be elevated to the NCICB CCB.  However, if a structural change is completely hidden by public API’s and those API’s are the only means of accessing the content structure then there is no need to elevate to the NCICB CCB.

	Content data
	Any change to data that is regarded as having 1 or more inter-project touch points (IPTP) may be elevated to the NCICB CCB if it is deemed to have possible adverse effects on other dependent projects.  Otherwise, routine updates should NOT be sent to the NCICB CCB.

	Technology Stack Software - (e.g. OS, App Server, DBMS, … software)
	Any major/minor release update to system software that affects 1 or more projects.  Patch releases should also be included in the change control process, with an expedited process to accommodate upgrade advisories for any emergency security patches.

	Hardware Change - (e.g. load balancers, network routers…)
	Any hardware change that is deemed to potentially adversely affect 1 or more NCICB software projects.

	Project Planning Documents – Vision Docs, SCM Plan, Project Plans…
	As of this writing, the SCM working group did not attempt to exhaustively discuss every possible category of items/artifacts that would qualify for submission to the NCICB CCB.  As this is a living document, we leave it to the actual implementers to periodically update this list as part of the continual maintenance of the overall SCM policies/procedures.  For now, we have listed various other common software artifacts that are possible candidates for elevation to the NCICB CCB based on the project manager’s evaluation of the request’s impact on other projects.

	Requirements Documents – Use cases, Supplemental Specs, Wire Frames, Scope Documents …
	

	Design – GUI Specification, Object Model, Data Model, Process Model, Interfaces Specifications, …
	

	Source Code
	

	Test Scripts
	

	Configuration Files
	

	User’s Guides
	

	Development Tools
	

	…
	


Change Control Process

3.4 Change Control Participants

The following table describes the actors involved in the NCICB change control process at an abstract level.  Except for a few designated roles, most participants can assume one or more roles during the process, depending on the issue at hand.

	Process Actor
	NCICB Role
	Role and Responsibilities

	Submitter
	Project Manager
	The person who actually submits the change request to the NCICB CCB.  The project manager will usually be responsible for determining whether a project level CR qualifies for submission to the NCICB CCB.

	Change Control Board Member
	Project Manager / Technical Lead / Analyst / Programmer / Project Level SCM
	A person nominated to participate in the CCB.  Typically the CCB has a project manager representative from every participating group. 

The board members discuss the issue, propose alternative solutions, approve, reject, defer for further analysis or escalate the issue to the NCICB Director.  The Board members vote for a disposition, the Change Control Chair makes the decision.  A quorum is usually needed and consensus needs not to be achieved.

The person responsible for reviewing CRs submitted to the CCB and determining which team member(s) will be responsible for assessing the project impact.

The person investigating the impact of the CR and determining a proposed solution to the issue.  The analyst can be any team member working on the system.  Typically, it is a member of the development team but it may also be the DBA, a user or policy maker, the manager of the project, documentation writer, etc.  The evaluator proposes a solution after consulting with other team members, assesses the impact of the change, and proposes an implementation strategy.

Acts in a liaison role with the SCMA and provides the point of contact for technical Change Control issues at the project level. 

Records the final disposition of an approved change request within the tool.

	Change Control Board Manager/ Chair
	Change Control Sponsor / SCMA
	The person who has final authority to make the decision on a change request.  This person should have the organizational influence to be able to back changes that will be necessary in light of policy changes, system errors, etc, but will require effort by other teams to accommodate and support.

The person supporting the activities of the NCICB CCB who manages the repository of change requests.  Typically, SCMA is also the person who manages the version control repositories and prepares software releases for the staging and production environments. 


Process Overview

To maintain control over an application system, all parties who may change one or more components of the system must agree and participate in a change control process.  For example, the system manager, DBA, Software developers, documentation writers, end users, managers all must participate in various roles in the change control process.

The establishment of change control is a business process affecting all organizations participating in the system development life cycle from inception to operations.  However, the task of organizing and managing the change control process at the project level is the responsibility of the project team.  

Within NCICB, there are two levels of change control:

1. Project Level - Project manager assesses a CR as having no inter-project impact.  No escalation to the NCICB CCB is required.  The process for handling these project level CRs is out of scope of this plan document and left to the individual projects to determine.

2. Global NCICB Level - Project manager assesses a CR as having an inter-project impact and escalates these CRs to the NCICB CCB for assessment.  The process for handling these inter-project CRs is defined and discussed in further detail.

In a simple overview of the global NCICB CCP, the following major steps are necessary to manage the change control process:

1. Once a project level CR has been submitted, the project team evaluates the CR for inter-project touch points.

2. A project manager escalates any inter-project CRs to the global NCICB CCB for review.

3. All teams participating in the NCICB CCB perform impact analysis on escalated issues.

4. Conduct CCB meeting, draw consensus on change requests, and record outcomes.

5. The SCAR updates/closes the CR once change has been implemented.

The following diagram gives a detailed view of the overall NCICB change control process:

NCICB Change Control Process Diagram
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3.5 Process Details

Typical change control activities include request, evaluate, approve/disapprove, and implementation of changes to the software configuration items.  The NCICB change control process does not directly manage implementation, but does track disposition of changes to record the final status of whether a change has been implemented.  For the purposes of discussion, we divide the change control process into four discrete phases and discuss the steps for each below.

3.5.1 Collect Changes

Evaluating the impact of a proposed change takes time. Therefore, it is important that change requests are well articulated prior to submission.  The project manager is the filter point to reject unnecessary or unsubstantiated change requests.  Once a project manager believes that a system or environmental change will have an inter-project impact, the project manager should submit a change request to the NCICB CCB using the Change Request Tracking System (CRTS).  Under all circumstances, the project manager or a designee is the channel for all change requests to the CCB. A sample change request form (attribute view) is attached as Appendix A.

3.5.2 Assess Changes

The CRTS workflow engine will forward the request to the appropriate team leads for analysis.  The team leads review the CR and each assigns an evaluator to perform the research and provide an impact assessment of the change.  The evaluator will populate the impact assessment using the CRTS and create any attachments as needed.  

An analysis team evaluates the impact of the proposed change on its projects.  Factors to consider in analyzing change requests include:

· Skill level of personnel required to complete the proposed change.

· Impact of the proposed change on the project schedule.

· Impact of the proposed change on the project budget.

· Risk levels of the proposed change.

· Does the proposed change require project rework?

· Does the proposed change require additional resources (e.g., computer time, materials, tools, people, and technology)?

The team documents these factors via the Impact Assessment form and submits to the CCB via the CRTS.

All teams must submit an impact assessment must prior to a CR being discussed at the CCB meeting in order to facilitate an informed analysis and decision-making forum.  See Appendix B for the suggested impact assessment form fields.  

3.5.3 Decide Changes

The NCICB CCB will convene weekly to discuss any CRs that have been submitted and evaluated by other project teams.  The following steps will be followed during the CCB meeting:

1. The SCMA will confirm the agenda for CRs to be reviewed.  All impact assessments should be completed by COB of 2 days prior to the meeting.  If there are no pending change requests, the SCMA will send a cancellation email to all CCB members the day before the scheduled meeting.

2. CCB members discuss the CRs during the scheduled meeting. To expedite the proceedings, the CCB does not discuss design issues or technical solutions but only the requirements, resources allocation, scheduling and other impacts.

3. The CCB members express their opinions, assent or dissent, to the CR and the group determines consensus.  The Change Control Board Chair makes the final decision on the CR.  Dissenting opinions may be recorded with the CR.

4. An approved CR that does not require additional resources or impact analysis is approved for the appropriate team to implement.  

5. The implementation of a software change and most other system changes will go through the software development process described in the Release Management Guidelines document.  The process includes migration to the Integration environment, QA environment, Staging environment, and finally release to Production.

6. Some issues may require additional analysis and the CCB will assign the analysis to one of its teams.  This CR will return to the CCB when the analysis is completed.

7. All CCB decisions are recorded by the SCMA in the CRTS.  The results will be communicated to the appropriate teams.

Note:  A CR should be approved by the NCICB CCB prior to a project team expending significant effort on implementing the change.

3.5.4 Feedback

It is critical to close out the final disposition of the change request.  If the request has been implemented, the implementation date should be recorded using the CRTS.  If the CR has been abandoned, the status should reflect the fact that the change will not be implemented.  Synchronization issues with bug tracking and help desk tools will be determined later.

4. Resources

4.1 Schedules

(TBD)

4.2  Tools

4.2.1 Change Request Tracking DB with Workflow

An automated change request system has been prototyped in TestTrack Pro.  It will be piloted to the NCICB Change Control Board with the release of caCORE 2.1, and modified as necessary after the pilot is complete.
4.2.2 Strategy for Synchronization CR, Help Desk, and Bug Tracking Databases 

(TBD)
5. Plan Maintenance

The Software Configuration Management Administrator will be responsible for monitoring, maintaining, and updating this plan.  

The Software Configuration Management Administrator will own the Change Control Plan and will be responsible for monitoring the process and polling members of the CCB for feedback regarding the process.  When changes are made, CCB members will be notified via email and a copy of the updated Change Control Plan or supporting documents will be posted to the SCM intranet.  

Appendix A – Change Request Form Fields

These fields represent the candidate form fields for the change request form.

At a minimum, the change request form should contain the following information:

	· Originator’s name 
	

	· Originator’s phone number
	

	· Submission date
	

	· CR Title
	

	· CR Number
	

	· Description of the problem/enhancement that the change addresses
	

	· Change Category Type
	Code  | Data  | Server Config | Documentation  | Other: _____

	· Change Reason
	Requirement or design flaws, legal or regulatory requirements’ changes, techniques, change in business direction, policy changes, or technology approach (design) changes.

	· Application
	Name of application requiring change

	· Software Version
	Change to application version

	· Problem Statement
	Reason for why this change is needed.

	· Description of Change
	

	· CIs affected
	

	· Other Comments
	

	· URL of support documentation
	

	· Date the change is needed (if applicable)
	

	· Impact write-up addressing any anticipated affect on other projects
	

	· Project Manager’s signature (electronic) and date
	

	· Status (to be maintain maintained throughout the process)
	(Submitted/ Approve / Deny / Defer)

	· Description of further research needed (if required)
	


Appendix B – Impact Assessment Form

The impact assessment form will capture the following information:  

	· CR Title
	

	· CR Number
	

	· Impact Assessment Analyst Name
	

	· Project Team Reviewer
	

	· Impact Statement
	A description of change impact to the reviewer’s systems. 

	· Scope of the change  
	The evaluator's assessment of the scope of the change including a listing of all CIs that will be affected and all users who must be informed.

	· Technical work required:
	A description of the work required to accommodate the change

	· Tools/special resources
	Required tools or other special resources are noted here.

	· Interoperability effects
	Any known impacts imposed on other systems by accommodating this change request.

	· Technical risks
	The risks associated with making the change as described.

	· Cost Assessment
	This section presents a cost assessment of the requested change including an estimate of effort and time required.

	· Recommendation/Disposition
	This section presents the evaluator's recommendation regarding the change, its internal priority, and the ultimate disposition of the request, based on further evaluation by the CCB.


Appendix C – Change Control Process (Detailed Version)

This section contains a more detailed description of the Change Control Process that is described in section 4.  It is intended to give additional guidance to larger projects that may be participating in the NCICB Change Control if needed.

5.1 Change Control Participants

The following table describes the actors involved in the NCICB change control process at an abstract level.  Except for a few designated roles, most participants can assume one or more roles during the process, depending on the issue at hand.

	Process Actor
	NCICB Role
	Role and Responsibilities

	Requester 

(implied but not represented in process flow)
	Anyone
	Anybody can request a change. The end users and development team are usually the major sources of changes.  The Help Desk filters requests from end-users and enters them in Support Wizard.  Synchronization will update TestTrak Pro with bug reports.  Enhancement requests will reside within Support Wizard with potential tie-in to the CRTS.  This actor is not part of the NCICB process, but is listed here since users represent an origin of CRs.  

	Submitter
	Project Manager
	The person who actually submits the change request to the NCICB CCB.  The project manager will usually be responsible for determining whether a project level CR qualifies for submission to the NCICB CCB.

	System Configuration Management Administrator (SCMA)
	SCMA
	The person supporting the activities of the NCICB CCB who manages the repository of change requests.  Typically, SCMA is also the person who manages the version control repositories and prepares software releases for the staging and production environments. 

	Team Lead
	Programmer / Analyst / Project Manager
	The person responsible for reviewing CRs submitted to the CCB and determining which team member(s) will be responsible for assessing the project impact.

	Evaluator
	Programmer/ Analyst, Team Lead, Project Manager
	The person investigating the impact of the CR and determining a proposed solution to the issue.  The analyst can be any team member working on the system.  Typically, it is a member of the development team but it may also be the DBA, a user or policy maker, the manager of the project, documentation writer, etc.  The evaluator proposes a solution after consulting with other team members, assesses the impact of the change, and proposes an implementation strategy.

	Change Control Board Member
	Project Manager / Technical Lead
	A person nominated to participate in the CCB.  Typically the CCB has a project manager representative from every participating group. 

The board members discuss the issue, propose alternative solutions, approve, reject, defer for further analysis or escalate the issue to the NCICB Director.  The Board members vote for a disposition, the Change Control Chair makes the decision.  A quorum is usually needed and consensus needs not to be achieved.

	Change Control Chair
	Change Control Sponsor
	The person who has final authority to make the decision on a change request.  This person should have the organizational influence to be able to back changes that will be necessary in light of policy changes, system errors, etc, but will require effort by other teams to accommodate and support.

	SCAR 

(Software Configuration Administrative Representative)
	Project Level Software Configuration Manager, Project Manager, Team Lead
	The SCAR acts in a liaison role with the SCMA and provides the point of contact for technical Change Control issues at the project level. 

The SCAR records the final disposition of an approved change request within the tool.
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